
1 Introduction: Part 1 

PROBLEM STATEMENT 

Cybersecurity threat reporting is currently spread out across multiple sources and written in a non-

standardized format. Information is updated frequently, changing the landscape and requiring much effort 

to parse and read for relevant information. Cybersecurity researchers, Incident Responders, and System 

Administrators need to be able to efficiently query information about a specific software, malware, threat, 

etc., as well as new and emerging ones. Generating a Cybersecurity Knowledge Graph (CSKG) that contains 

relevant datapoints will allow for efficient information storage and querying capability. 

1.1 INTENDED USERS AND USES 

Who will use the product you create? Who benefits from or will be affected by the results of your project? 

Who cares that it exists? List as many users or user groups as are relevant to your project. For each user or 

user group, describe (1) key characteristics (e.g., a persona), (2) need(s) related to the project (e.g., a 

POV/needs statement), and (3) how they might use or benefit from the product you create. Please include 

any user research documentation, empathy maps, or other artifacts as appendices. 

1.2.1 CYBERSECURITY RESEARCHER 

1.2.1.1 PERSONA 

Demographics 

- Post-grad students 

Hobbies and interests 

- Cybersecurity 

- Data enthusiasts 

- Tech savvy 

Motivations (Who do they want to be? What do they want to do? How do they want to feel?)  

- They want to efficiently find up-to-date information about new or specific cybersecurity 

threats. 

- They want their computer systems to feel secure. 

Personality and emotions 

- Paranoia? 

- Intelligent 

- Flexible 

Values (What is important to their identity?) 

- Anonymity 

- Privacy 

- Informed 



1.2.1.2 EMPATHY MAP 

Who? Cybersecurity Researcher 

What / need to do? 

- Be knowledgeful of relevant current threats. 

- Understand context and implication of threats 

See? 

- News articles / research papers of new threats 

- Attacks against enterprise and personal computer systems. 

Say? 

- I wish there was a quicker and easier way to find this stuff! 

Hear? 

- Other researchers talking about cybersecurity. 

- Queries about how a cybersecurity threat affects a specific entity (company, university, 

software, etc.) 

Do? 

- Look at scattered reporting of cybersecurity threat. 

- Parsing for relevance. 

 

Think?  

- I hate having to parse through many publications to find relevant information  

- I hate having to maintain a list of reliable sources 

Feel?  

- Determined  

- Curious 

- Frustrated  

- Annoyed  

- Overwhelmed 

Need Statement: 

A Cybersecurity Researcher needs a way to parse relevant information quickly and efficiently 

because the landscape changes rapidly and sources are spread out and contain irrelevant details.  

 

Benefit: 



Researchers would see a reduction in time spent searching for new and related information, 

leading to better context and comprehension. 

 

1.2.2 INCIDENT RESPONDER 

1.2.2.1 PERSONA 

Demographics 

- College Grad 

- Various Certificates 

Hobbies and interests 

- Penetration testing 

- Keeping networks secure 

- Cybersecurity 

Motivations (Who do they want to be? What do they want to do? How do they want to feel?) 

- Protecting business operations 

- Protecting client information  

Personality and emotions 

- Investigative 

- Curious 

- Defensive 

- Eye for small details 

Values (What is important to their identity?) 

- Intelligence 

- Competence 

- Integrity 

 

1.2.2.2 EMPATHY MAP 

Who? Incident Responder 

What / need to do? 

- Respond to network intrusions, access policy violations, cybersecurity threats 

- Defend systems owned by their employers from attacks in the future 

See? 

- Current threats or intrusions to the company/business they are working for  



Say? 

- “I wish I knew of a quick and easy way to find information about this new vulnerability!” 

Hear?  

- Is our infrastructure safe? 

- We’ve had a network intrusion; you need to fix this. 

Do? 

- Investigate and patch exploited systems 

Think?  

- Which software or hardware flaw is responsible for this intrusion?  

- Who attacked us? 

Feel?  

- Attacked 

- Defensive 

- Rushed 

- Panicked 

 

Need Statement: 

An Incident Responder needs a way to find vulnerabilities quickly because investigating and 

patching cybersecurity threats requires up-to-date information on a time crunch. 

 

Benefit: 

Quicker information gathering and analysis results in a faster response time to threats and 

stronger defenses in place for next time. 

 

1.2.3 SYS ADMIN 

1.2.3.1 PERSONA 

Demographics 

- At least Highschool Grad 

- Certificates 

Hobbies and interests 

- Software or hardware systems 

- Networks 



- Servers 

- Maybe a mild interest in cybersecurity 

Motivations (Who do they want to be? What do they want to do? How do they want to feel?) 

- Maintain the systems they are responsible for, focusing on uptime and usability. 

Personality and emotions 

- Meticulous 

- Overworked 

- Problem solver 

Values (What is important to their identity?) 

- Efficiency 

- Network/server uptime 

- Accessibility 

- Supporting end-users 

 

1.2.3.2 EMPATHY MAP 

Who? Sys Admin 

What / need to do? 

- Keep the systems they are responsible for secure 

- Know which threats are most relevant 

- Balance security with usability of the systems 

See? 

- News articles about new vulnerabilities, exploits, and attacks 

Say? 

- Why isn’t this working? 

- What new vulnerabilities are there for the software we run?  

Hear? 

- Why isn’t this working? 

- Wasn’t this supposed to be secure? 

- I thought you maintained this? 

Do? 

- Maintain hardware and software on many systems 

Think?  



- I dislike having to keep up with the constant cybersecurity knowledge while still needing 

to maintain systems 

Feel?  

- Overwhelmed 

- Unfamiliar 

 

Need Statement: 

A Sys Admin needs a way to learn about current cybersecurity threats without in-depth 

knowledge because their systems need to be secure but they also have other things to focus and 

work on. 

 

Benefit: 

Can save time understanding cybersecurity problems, allowing for communication with others, 

and making more time for administrating systems. 


